Extraction Report

Nokia 6102

Summary

Connection Type

Cable No. 54

Extraction start date/time 10/23/2012 3:22:11 PM
Extraction end date/time 10/23/2012 3:33:57 PM
Selected Manufacturer Nokia GSM

Selected Device Name 6102

Unit Identifier

UFED S/N 5550494

Unit Version

1223

UFED Physical Analyzer version

3.2.0.12

Examiner name

6102i-Physical-PM-Data

Device Information

# Name Value Del?
1 Detected manufacturer Nokia
2 Hardware number 4036
3 ICCID 89014104255187506894
4 IMEI 354829/01/135770/8
5 IMSI 310410518750689
6 Module code 0202894
7 Product basic code 0530100
8 Product code 0549766
9 Serial RMB411400
10 User code 12345

Image Hash Details (1)

# Name Info

1 PM Path
Size (Bytes)

RM-162_354829011357708(000-999).pm
156940




Plugins

1 NokiaPM Cellebrite 2.0
2 NokiaDCT4 Cellebrite 2.0
3 NokiaFAT Cellebrite 2.0
4 SmartFAT Cellebrite 2.0
5 NokiaDCT4PhoneBook Cellebrite 2.0
6 NokiaDCT4CallLog Cellebrite 2.0
7 NokiaDCT4SMS Cellebrite 2.0
8 NokiaDCT4SMSCache Cellebrite 2.0
9 NokiaDCT4SMSRecipients Cellebrite 2.0
10 NokiaDCT4Calendar Cellebrite 2.0
Calendar
11 NokiaDCT4Devicelnfo Cellebrite 2.0
12 ContactsCrossReference Cellebrite 2.0
Cross references the phone numbers in a device's contacts with the numbers in SMS messages and
Calls. Will fill in the Name field of calls and SMS if there's a match.
13 DataFilesHandler Cellebrite 2.0
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Call Log (11)

Incoming (4)

1 4106524052 Kareem Jabobi | 10/30/2007 3:12:10 |-
Hussein PM
2 2022904186 Hoodo Hussein ;:\26/2007 4:59:27 |-
3 2022904186  Hoodo Hussein 2\ :V/I7/2007 8:16:00 |-
4 4436946702 10/19/2012 1:16:01 |-
PM
Missed (2)

1 2022904186  Hoodo Hussein ;%31/20071145137 -
2 2022904186  Hoodo Hussein |1= ?\,/15/2007 3:26:54 |-

Outgoing (5)

1 +14106934248 Voice mailbox | 1/1/2006 9:02:02 AM |-

2 2025103549  Obama bin Hari ;121/2007 3:18:57 |-

3 4438317617 Hoos bin 11/6/2007 8:31:28 |-
Farteen AM

4 2025103549  Obama bin Hari 1\126/2007 8:56:35 |-

5 4437140168 Dcci Apple ;%1 9/20121:45:15 |-

Contacts (7)

1 Dcci Apple Entries (1)

General 4437140168

2 Dcci Blackberry Entries (1)

General  |4437140166

3 Hoodo Hussein Entries (1)

General 2022904186

4 Hoos bin Farteen Entries (1)

General  |4438317617

5 Kareem Jabobi Hussein Entries (1)

General 4106524052

6 Obama bin Hari Entries (1)

General  [2025103549




7 Rashid Alfuton Entries (1)
Domain Category | Value Del?
General |2028348948
SMS Messages (34)
Inbox (14)
# Party Time Status | Message Del?
1 - AT&T Free Msg: Welcome to GoPhone! To le
2 - Winnie, thanks for buying your phone fro
3 - How satisfied were you with the service
4 - Not much, how are things with you?
5 - Sounds fascinating
6 - Any pics yet?
7 - Is all going as planned
8 - dubai bank contacted acct good to use
9 - kareem try to take delivery of small pac
10 - Good we must keep to plan. It is importa
11 - We must meet tonight to make final plan.
12 - 1 will join u later
13 - did shpmnt arrv safe
14 - AT&T FREE Msg: WIN a Black RAZR V3! Rply
Recipients (20)
# Party Time Status | Message Del?
1 To: 202904186 Hoodo Hussein | 10/29/2007 4:22:22 PM Sent
2 To: 14438317617 Hoos bin 10/29/2007 4:22:33 PM Sent
Farteen

3 To: 14438317617 Hoos bin 10/29/2007 4:22:37 PM Sent
Farteen

4 To: 14438317617 Hoos bin 10/30/2007 8:23:45 AM Sent
Farteen

5 To: 202904186 Hoodo Hussein | 10/30/2007 10:13:21 AM Sent

6 To: 202904186 Hoodo Hussein | 10/30/2007 5:04:37 PM Sent

7 To: 14438317617 Hoos bin 10/30/2007 5:04:37 PM Sent
Farteen

8 To: 4106524052 Kareem 10/30/2007 5:04:37 PM Sent
Jabobi Hussein

9 To: 2028348948 Rashid Alfuton |10/30/2007 5:04:38 PM Sent

10 To: 202904186 Hoodo Hussein | 10/30/2007 5:07:00 PM Sent

1" To: 14438317617 Hoos bin 10/30/2007 5:07:00 PM Sent
Farteen

12 To: 4106524052 Kareem 10/30/2007 5:07:00 PM Sent
Jabobi Hussein

13 To: 2028348948 Rashid Alfuton | 10/30/2007 5:07:01 PM Sent

14 To: 202904186 Hoodo Hussein | 11/2/2007 9:55:53 AM Sent

15 To: 14438317617 Hoos bin 11/2/2007 9:56:03 AM Sent
Farteen

16 To: 4106524052 Kareem 11/2/2007 9:56:12 AM Sent
Jabobi Hussein

17 To: 2028348948 Rashid Alfuton | 11/2/2007 9:56:30 AM Sent

18 To: 4106524052 Kareem 11/5/2007 4:21:05 PM Sent
Jabobi Hussein

19 To: 4437140168 Dcci Apple 10/19/2012 2:19:33 PM Sent




20 To: 4437140168 Dcci Apple 10/19/2012 2:21:14 PM Sent

Time line (31)

# Type Timestamp Party Description Del?

1 Call Log 1/1/2006 9:02:02 AM +14106934248 Voice
mailbox

2 SMS Messages 10/29/2007 4:22:22 PM | To: 202904186 Hoodo
Hussein

3 SMS Messages 10/29/2007 4:22:33 PM | To: 14438317617 Hoos
bin Farteen

4 SMS Messages 10/29/2007 4:22:37 PM | To: 14438317617 Hoos
bin Farteen

5 SMS Messages 10/30/2007 8:23:45 AM | To: 14438317617 Hoos
bin Farteen

6 SMS Messages 10/30/2007 10:13:21 To: 202904186 Hoodo

AM Hussein

7 Call Log 10/30/2007 3:12:10 PM |4106524052 Kareem
Jabobi Hussein

8 SMS Messages 10/30/2007 5:04:37 PM | To: 202904186 Hoodo
Hussein

9 SMS Messages 10/30/2007 5:04:37 PM | To: 14438317617 Hoos
bin Farteen

10 SMS Messages 10/30/2007 5:04:37 PM | To: 4106524052
Kareem Jabobi Hussein

11 SMS Messages 10/30/2007 5:04:38 PM | To: 2028348948 Rashid
Alfuton

12 SMS Messages 10/30/2007 5:07:00 PM | To: 202904186 Hoodo
Hussein

13 SMS Messages 10/30/2007 5:07:00 PM | To: 14438317617 Hoos
bin Farteen

14 SMS Messages 10/30/2007 5:07:00 PM | To: 4106524052
Kareem Jabobi Hussein

15 SMS Messages 10/30/2007 5:07:01 PM | To: 2028348948 Rashid
Alfuton

16 Call Log 10/31/2007 1:45:37 PM | 2022904186 Hoodo
Hussein

17 Call Log 11/1/2007 3:18:57 PM | 2025103549 Obama bin
Hari

18 SMS Messages 11/2/2007 9:55:53 AM | To: 202904186 Hoodo
Hussein

19 SMS Messages 11/2/2007 9:56:03 AM | To: 14438317617 Hoos
bin Farteen

20 SMS Messages 11/2/2007 9:56:12 AM | To: 4106524052
Kareem Jabobi Hussein

21 SMS Messages 11/2/2007 9:56:30 AM | To: 2028348948 Rashid
Alfuton

22 Call Log 11/5/2007 3:26:54 PM | 2022904186 Hoodo
Hussein

23 SMS Messages 11/5/2007 4:21:05 PM | To: 4106524052
Kareem Jabobi Hussein

24 Call Log 11/6/2007 8:31:28 AM 4438317617 Hoos bin
Farteen

25 Call Log 11/6/2007 8:55:35 AM | 2025103549 Obama bin
Hari

26 Call Log 11/6/2007 4:59:27 PM | 2022904186 Hoodo
Hussein

27 Call Log 11/7/2007 8:16:00 AM | 2022904186 Hoodo
Hussein

28 Call Log 10/19/2012 1:16:01 PM | 4436946702

29 Call Log 10/19/2012 1:45:15 PM | 4437140168 Dcci Apple

30 SMS Messages 10/19/2012 2:19:33 PM | To: 4437140168 Dcci
Apple

31 SMS Messages 10/19/2012 2:21:14 PM | To: 4437140168 Dcci
Apple
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