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Date Created 11/15/2012 4:06:03 PM

Locked No

Extraction Media BlackBerry

XRY Version 6.3.2

Is File Subset No

Is Encrypted No

Case Reference

Case Operator
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Case Reference

Exhibit Id

Case Operator

Notes
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Device Name RIM BlackBerry

Model 9800

BlackBerry PIN 2811fd0b

Mobile Id (IMEI) 356552.04.985859.0

Service Provider Name AT&T

Revision v6.0.0.600

Manufacturer Research In Motion

Device Timezone America/New_York (GMT -5)

Bluetooth Address BlackBerry 9800



11/15/2012 4:10:15 PM Page 5 of 17

Back to top
Device/Accounts (1 items)

Application BlackBerry Messenger
Timezone America/New_York
Misc Available
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Name Dcci Nokia
Work 4437140169
Account Name Default

Name Dcci android
Work 4436946702
Account Name Default

Name Dcci Apple
Work 4437140168
Account Name Default
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Type Missed
Name Dcci android
Number 4436946702
Time 10/22/2012 4:45:22 PM UTC (Device)
Duration 00:00:00

Type Received
Name Dcci android
Number 4436946702
Time 10/19/2012 5:17:29 PM UTC (Device)
Duration 00:00:18

Type Received
Name Dcci Apple
Number 4437140168
Time 10/19/2012 5:21:28 PM UTC (Device)
Duration 00:02:31

Type Received
Name Dcci Apple
Number +14437140168
Time 10/19/2012 5:21:28 PM UTC (Device)

Type Dialed
Number 2407516785
Time 11/9/2011 9:40:05 PM UTC (Device)

Type Missed
Number 9786862255
Time 10/18/2011 7:09:43 PM UTC (Device)

Type Dialed
Number +14102423101
Time 10/18/2011 5:27:53 PM UTC (Device)

Type Dialed
Number 4106944327
Time 8/24/2011 7:00:04 PM UTC (Device)

Type Dialed
Number 4432544722
Time 8/24/2011 6:58:30 PM UTC (Device)

Type Dialed
Number 4106944325
Time 8/24/2011 6:56:29 PM UTC (Device)
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Number +11113272607
Message AT&T Free Msg: Welcome to GoPhone! To learn more about GoPhone data

& text messaging features, check your balance & refill your account go to
att.com/mygophone

Time 10/17/2012 5:29:36 PM UTC (Device)
Time 10/17/2012 9:29:31 AM (Network)
Status Unread
Type Incoming

Number 7106
Message Winnie, thanks for buying your phone from James at our AT&T store. We'll

text you shortly for some feedback.  (SURVEY TEXTS FREE)
Time 10/19/2012 5:20:25 PM UTC (Device)
Time 10/18/2012 5:43:53 AM (Network)
Status Read
Type Incoming

Number 7106
Message How satisfied were you with the service provided by James our retail Rep -

on a scale from 10 (completely) to 1 (not at all)?
Time 10/19/2012 5:20:27 PM UTC (Device)
Time 10/18/2012 5:44:35 AM (Network)
Status Read
Type Incoming

Number +14437140168
Name Dcci Apple
Message Test
Time 10/19/2012 5:20:41 PM UTC (Device)
Time 10/19/2012 9:20:24 AM (Network)
Status Read
Type Incoming

Number +14437140168
Name Dcci Apple
Message Test successful
Time 10/19/2012 5:25:28 PM UTC (Device)
Status Sent
Type Outgoing

Number +14436946702
Name Dcci android
Message How's things
Time 10/19/2012 5:33:24 PM UTC (Device)
Time 10/19/2012 9:33:23 AM (Network)
Status Read
Type Incoming

Number +14436946702
Name Dcci android
Message Not much. Meet
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Time 10/19/2012 5:34:50 PM UTC (Device)
Status Sent
Type Outgoing

Number +14436946702
Name Dcci android
Message Where
Time 10/19/2012 5:35:22 PM UTC (Device)
Time 10/19/2012 9:35:21 AM (Network)
Status Read
Type Incoming

Number +14436946702
Name Dcci android
Message Columbia?
Time 10/19/2012 5:42:26 PM UTC (Device)
Status Sent
Type Outgoing

Number +14436946702
Name Dcci android
Message Sure
Time 10/19/2012 5:42:59 PM UTC (Device)
Time 10/19/2012 9:42:48 AM (Network)
Status Read
Type Incoming

Number +14436946702
Name Dcci android
Message Test
Time 10/22/2012 4:06:33 PM UTC (Device)
Time 10/22/2012 8:06:30 AM (Network)
Status Read
Type Incoming

Number +14436946702
Name Dcci android
Message Hi
Time 10/22/2012 4:45:22 PM UTC (Device)
Status Unsent
Type Outgoing

Number +14436946702
Name Dcci android
Message Hi
Time 10/22/2012 8:28:39 PM UTC (Device)
Time 10/22/2012 12:28:38 PM (Network)
Status Read
Type Incoming
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From +14436946702
To +14437140168, +14437140166
Subject
Time 10/22/2012 4:06:24 PM UTC (Device)
Status Unread
Name Dcci android
MMS



11/15/2012 4:10:15 PM Page 11 of 17

Back to top
Messages/MMS

File Name 100MEDIA$IMAG0001.jpg
Hash (MD5) 8d8f93b73ab548dc54857ddaf93cf023
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Web Address http://att.yahoo.com



11/15/2012 4:10:15 PM Page 13 of 17

Back to top
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1 MAIN Success 4:06:03 PM Initiating Process at 11/15/2012 4:06 PM

2 MAIN Success 4:06:03 PM XRY Version 6.3.2

3 MAIN Success 4:06:03 PM OS: Windows 7

4 MAIN Success 4:06:03 PM License key: 2-1365442

5 MAIN Success 4:06:03 PM Process options: Logical (Full read)

6 MAIN Success 4:06:03 PM Selected views: [All]

7 MAIN Success 4:06:03 PM Processing device [RIM BlackBerry]
connected to BlackBerry Pin: 2811fd0b
[]...

8 MAIN Success 4:06:03 PM Starting process of DISKSTOR (6.3.2)

9 DISKSTOR Success 4:06:03 PM Connecting

10 DISKSTOR Skipped 4:06:04 PM Skipping disk [E:] because it has no
media.

11 DISKSTOR Skipped 4:06:05 PM Skipping disk [F:] because it has no
media.

12 DISKSTOR Success 4:06:05 PM Disconnecting

13 MAIN Success 4:06:05 PM DISKSTOR (6.3.2) completed
successfully

14 MAIN Success 4:06:05 PM Starting process of BLACKBERRY (6.3.2)

15 BLACKBER
RY

Success 4:06:09 PM Connecting

16 BLACKBER
RY

Success 4:06:09 PM Analyzing Device / General Information

17 BLACKBER
RY

Success 4:06:09 PM Reading Device / General Information -
Table: Handheld Agent

18 BLACKBER
RY

Success 4:06:11 PM Device / General Information Phone
picture found. Adding picture.

19 BLACKBER
RY

Success 4:06:11 PM Analyzing Device / General Information

20 BLACKBER
RY

Success 4:06:11 PM Reading Device / General Information -
Table: Options

21 BLACKBER
RY

Success 4:06:11 PM Reading Device / General Information -
Table: Time Zones
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22 BLACKBER
RY

Success 4:06:11 PM Analyzing Device / General Information

23 BLACKBER
RY

Success 4:06:11 PM Reading Device / General Information -
Table: Bluetooth Options

24 BLACKBER
RY

Success 4:06:11 PM Analyzing Contacts

25 BLACKBER
RY

Success 4:06:11 PM Reading Contacts - Table: Address Book
- All

26 BLACKBER
RY

Success 4:06:11 PM Analyzing Calls

27 BLACKBER
RY

Success 4:06:11 PM Reading Calls - Table: Phone Call Logs

28 BLACKBER
RY

Success 4:06:11 PM Analyzing Calls

29 BLACKBER
RY

Success 4:06:11 PM Reading Calls - Table: Phone Hotlist

30 BLACKBER
RY

Success 4:06:11 PM Analyzing Calls

31 BLACKBER
RY

Success 4:06:11 PM Reading Calls - Table: Phone History

32 BLACKBER
RY

Success 4:06:12 PM Analyzing Messages / SMS

33 BLACKBER
RY

Success 4:06:12 PM Reading Messages / SMS - Table: SMS
Messages

34 BLACKBER
RY

Success 4:06:12 PM Analyzing Messages / MMS

35 BLACKBER
RY

Success 4:06:12 PM Reading Messages / MMS - Table: MMS
Messages

36 BLACKBER
RY

Success 4:06:12 PM Analyzing Messages / Emails

37 BLACKBER
RY

Success 4:06:12 PM Reading Messages / Emails - Table:
Messages

38 BLACKBER
RY

Success 4:06:12 PM Reading Messages / Emails - Table:
Saved Email Messages

39 BLACKBER
RY

Success 4:06:12 PM Reading Messages / Chat - Table: PIN
Messages
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40 BLACKBER
RY

Success 4:06:12 PM Analyzing Calendar / Calendar Events

41 BLACKBER
RY

Success 4:06:12 PM Reading Calendar / Calendar Events -
Table: Calendar - All

42 BLACKBER
RY

Success 4:06:12 PM Analyzing Calendar / Tasks

43 BLACKBER
RY

Success 4:06:12 PM Reading Calendar / Tasks - Table: Tasks

44 BLACKBER
RY

Success 4:06:12 PM Analyzing Calendar / Notes

45 BLACKBER
RY

Success 4:06:12 PM Reading Calendar / Notes - Table:
Memos

46 BLACKBER
RY

Success 4:06:12 PM Analyzing Messages / Chat

47 BLACKBER
RY

Success 4:06:12 PM Reading Messages / Chat - Table:
PingChat!

48 BLACKBER
RY

Success 4:06:12 PM Analyzing Messages / SMS

49 BLACKBER
RY

Success 4:06:12 PM Reading Messages / SMS - Table:
Crunch SMS

50 BLACKBER
RY

Success 4:06:12 PM Analyzing Messages / Chat

51 BLACKBER
RY

Success 4:06:12 PM Reading Messages / Chat - Table:
BlackBerry Messenger

52 BLACKBER
RY

Success 4:06:12 PM Blackberry Messenger: Save Message
History = "Off" (No chat history is saved)

53 BLACKBER
RY

Success 4:06:12 PM Analyzing Messages / Chat

54 BLACKBER
RY

Success 4:06:12 PM Reading Messages / Chat - Table:
Messenger Options (GoogleTalk)

55 BLACKBER
RY

Success 4:06:12 PM Analyzing Messages / Chat

56 BLACKBER
RY

Success 4:06:12 PM Reading Messages / Chat - Table:
Messenger Options (WLM)

57 BLACKBER
RY

Success 4:06:12 PM Analyzing Messages / Chat
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58 BLACKBER
RY

Success 4:06:12 PM Reading Messages / Chat - Table:
Messenger Options (Yahoo!)

59 BLACKBER
RY

Success 4:06:12 PM Analyzing Web / Bookmarks

60 BLACKBER
RY

Success 4:06:12 PM Reading Web / Bookmarks - Table:
Browser Bookmarks

61 BLACKBER
RY

Success 4:06:12 PM Analyzing Web / History

62 BLACKBER
RY

Success 4:06:12 PM Reading Web / History - Table: Browser
Urls

63 BLACKBER
RY

Success 4:06:12 PM Analyzing Files / Unrecognized

64 BLACKBER
RY

Success 4:06:12 PM Reading Files / Unrecognized - Table:
Browser Data Cache

65 BLACKBER
RY

Success 4:06:12 PM Analyzing Locations / History

66 BLACKBER
RY

Success 4:06:12 PM Reading Locations / History - Table: Map
Locations

67 BLACKBER
RY

Success 4:06:12 PM Analyzing Messages / Chat

68 BLACKBER
RY

Success 4:06:12 PM Reading Messages / Chat - Table: BBM
Conversations

69 BLACKBER
RY

Success 4:06:12 PM Analyzing

70 BLACKBER
RY

Success 4:06:12 PM Reading - Table: Content Store

71 MAIN Success 4:06:13 PM BLACKBERRY (6.3.2) completed
successfully

72 MAIN Success 4:06:13 PM 3 items read to Contacts folder

73 MAIN Success 4:06:13 PM 10 items read to Calls folder

74 MAIN Success 4:06:13 PM 10 items read to Device / General
Information folder

75 MAIN Success 4:06:13 PM 1 items read to Device / Accounts folder

76 MAIN Success 4:06:13 PM 13 items read to Messages / SMS folder

77 MAIN Success 4:06:13 PM 1 items read to Messages / MMS folder
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78 MAIN Success 4:06:13 PM 1 items read to Web / Bookmarks folder

79 MAIN Success 4:06:28 PM Starting process of HASHER (6.3.2)

80 MAIN Success 4:06:28 PM HASHER (6.3.2) completed successfully

81 MAIN Success 4:06:28 PM Starting process of NAMEDECODER
(6.3.2)

82 NAMEDEC
ODER

Success 4:06:28 PM Collecting contacts for image:

83 NAMEDEC
ODER

Success 4:06:28 PM Processing Contacts

84 NAMEDEC
ODER

Success 4:06:28 PM Adding names for phone numbers in
image:

85 NAMEDEC
ODER

Success 4:06:28 PM Matching telephone numbers to names

86 MAIN Success 4:06:28 PM NAMEDECODER (6.3.2) completed
successfully

87 MAIN Success 4:06:28 PM Starting process of
THUMBNAILDECODER (6.3.2)

88 THUMBNAI
LDECODER

Success 4:06:28 PM Processing image:

89 THUMBNAI
LDECODER

Success 4:06:28 PM Searching for pictures

90 THUMBNAI
LDECODER

Success 4:06:28 PM No pictures to process, exiting

91 MAIN Success 4:06:28 PM THUMBNAILDECODER (6.3.2)
completed successfully

92 MAIN Success 4:06:28 PM Starting process of PATHSIZEDECODER
(6.3.2)

93 PATHSIZED
ECODER

Success 4:06:28 PM Processing image:

94 MAIN Success 4:06:28 PM PATHSIZEDECODER (6.3.2) completed
successfully


